FIG. 2 



User ID 


User Name 


Password 


Client ID ; 


User_llll 


Userl 


aaabbbccc 


123_abc | 


User_2222 


User2 


dddeeefff 


456_def 


User_3333 


User3 


ggghhhiii 


789_ghi 



FIG. 3 



Content Holder ID 


Content Holder Name 


Password 


Holder_llll 


C_HOLDER_l 


abcrst 


Holder_2222 


C_HOLDER_2 


defuvw 


Holder_3333 


C_HOLDER_3 


ghixyz 



Encrypted Content 
Data Size (MB) 


1,500 


CO j 


o 

CO 
i-H 


Reproduction 
Time (min.) 


o 


LO 

T-H 


o 


Distribution 
Method 


Unicast 
Distribution 


Multicast 
Distribution 


Unicast 
Distribution 


Compression 
Format 


MPEG-2 


MPEG-4 


AVI 


:ent 
er ID 


-_1111 


-_2222 


-_3333 


Conl 
Hold 


Holdei 


Holdei 


Holdei 


Content 
Name 


Mountains of 
the World 


Rivers of 
the World 


Forests of 
the World 


nt ID 


.0001 


.0002 


.0003 


Conte 


CONT 


CONT 


CONT 



FIG. 6 



Content ID 


Content Key (128 bit) 


Content Use Conditions 


CONT_0001 


0x1111. ..1111 


Reproduction Times 3 


CONT_0002 


0x2222. ..2222 


Reproduction Period 
2003/01/01—2003/01/31 


CONT_0003 


0x3333. ..3333 


Reproduction Times 10 



(J) 



Encrypted 


.OOOl.enc 


_0002.enc 


_0003.enc 


Storage Place for E 
Content Data 


C:¥content¥cont_ 


C:¥ content ¥cont_ 


C:¥content¥cont_ 


Method 


•ibution 


Multicast Distribution 


-ibution 


Distribution 


Unicast Disti 


Unicast Disti 


ted Content 
ize (MB) 


,500 




o 

CO 


Encrypl 
Data Si 








nt ID 


_0001 


0002 


_0003 


Conte 


CONT 


CONT 


CONT 



FIG. 8A 



FIG. 8B 



Content ID 



Encrypted Content 
Data 



Content ID 



Content Key 



Content Use 
Conditions 



Encrypted Content 
Data 



FIG. 9 




Process of Content Registration Request | 



Determination of Content Key 
and Use Conditions 



,S904 



Unicast 
Distribution 



,S906 



Registration 
at Unicast 
Distribution 
Server 




Multicast 
Distribution 



S907 



Registration 
at Multicast 
Distribution 
Server 



Registration of Encrypted Content^ " ' 



S908 



V > 




i j 


Co 


o 


o 


o 










, ? 


i 5 


H 

1 


r-r 
0) 


o 


o 


O 


r-r 




o 


vJ 




o 


o 


O 


i— i 
r — j 


CO 


nj 


l— L 




q: -n 

fD -i 

<- ^ 
> (/> 


Rivers i 
World 


-J ^ 
fD 2 
C 




O Q) 


0) o 


r*T 
O </> 


o 

— h 


— - 
— — — T 


0) 0) 


— - o 


=r 

CD 


— n 




O 






n 
o 


o 


o 


O 


—TP 






H 




H 


r-f 


rn 


m 


rn 


fD 








3 
r-f 


H I 


H 


H f 






— L 




X 


o 


o 


o 


O 


1 — 


r~ 


1 — 


CL 




O 




fD 
—i 


rn 

1 


rn 

in 


m 




CD 


O 


'> 


3 


X 


rn 






M 


n 


n 
























n 


' >> 






< 
1— 1 


rn 
9 


rn 

CD 








i 

NJ 


UOjS! 
















3-S 












i— 1 






o 


cn 


o 


luction 
Min.) 








O m 








QJ 3 








r-l- n 








oj - 








ry r-f 






en 


fD *-» 


00 

o 




O 
O 


i Content 
(MB) 



o 



FIG. 11 



C Start ^ 



> 


1 ^ 


Obtainment of Distribution 1 
Method Determination Rule | 


> 




Determination 
Method 


of Distribution I 



S1001 



S1002 



( End ) 



CO 

rsi 



C3 



Distribution Method 


Unicast Distribution | 


Multicast Distribution! 


Unicast Distribution | 


Q 








i— i 








i_ 


<|— 1 


rsj 


CO 


<D 




CM 


CO 




i— 1 


rsj 


cn 


o 


1— 1 


rsj 


cn 


X 


J 


j 


j 


4-» 


CU 


<D 


cu 


c 


T3 


TD 


-a 


CD 

4-J 


O 


O 


o 


c 


X 


X 


X 


o 








u 









Q 

rsi 



■a 
o 

4— > 

cd 

2: 

c 
o 

4-J 

=5 
-Q 
"l- 

4-» 

tO 

b 



tO 

c 
o 

c 
o 
u 

a; 

CO 



c 

<D 

4-» 

c 
o 
u 



c 
o 



CO 

b 

4-J 

V) 

u 



TD 



CO 
CD 

E 
i- 



O 
i_ 

CL 

a; 



o 



CO 

b 

to 
to 
y 

"c 
3 



in 
a> 

E 



T3 
O 

L— 

CL 

<D 



e 
o 

4— » 



CO 

b 

4—» 

CO 
fU 
CJ 



CO 

b 

4-J 

to 

03 
CJ 



00 

rsj 

il 

Vcn 
cO 

=^ 

p rsi 
o 



< 

rsj 



C3 



■a 
o 

4—1 

CU 

c 
o 

-O 

4-J 

to 

b 



c 
o 

'to 
to 

CL 

E 
o 
u 

4-J 



= 1 

<3f 



cz 
o 



to 

b 

4-J 

to 
to 

CJ 



I 

CJ3 



o 

4-J 

-Q 
"i— 

4-J 

CO 

b 

4-J 

to 
ro 
u 



LU 
Q_ 



o 



CO 

b 

4—) 

</> 

ro 



> 
< 



u 



C5> 





c 








o 


c 


c 


O i 


4-J 


o 


o 






4-J 


4-J 


Met 


ribi 


ibu 


ibu 


4-1 








to 


4-J 


4-J 


c 




to 


to 


utio 


b 

4-J 

to 


b 

4-J 


b 

4-J 


-9 


to 


to 


CO 




u 


to 


to 


4-J 


4-J 


u 


y 


to 


ZJ 


'c 


"c 


b 
















CD 




to 




u 




dq 




o 


to 

CL 


z 

in 


i i 


CD 




i — i 


to 


4-J 






CL 


to 


O 






o 


to 


s: 


CD Q£ 

at oo 


LO 

I 


Okbp 


LO 


2> 






cd -a 




o 




> c 




LO 




< to 









FIG. 13 



f Start ^ 



Send Registration Data 

v 



Assign User ID 

v 



Add Data to User 
Management DB 



.S1201 



.S1202 



.S1203 



( End ) 



FIG. 14 



C Start 

| ^S13Q1 

Sending and Receiving of Data for Authentication! 




.S1302 
Authentication^ 
YeslT ,._.S1303 



Obtainment of Information Relating to Content I 



Select Content 



.S1304 



Unicast 
Distribution 



S1305 

Judge 
Distribution Method of 
Content Key 



YES 



-S1306 

1/Vith or" 
Without Content 
Key 

NO 

S1307 

"Authentication 
Iwith Unicast Distribution" 
Server 



Multicast 
Distribution 



S1309 



With or^^^YES 
Without Content 
Key 

n5 S1 2 10 



Waiting for Distribution 
of Content Key/Use 
Conditions 



Yes 



-S1308 



Obtainment of Content Key/Use Conditions | 



Reproduction Process in 
Client Apparatus 



.S1311 



( E " d > 



FIG. 15 



Client Apparatus 



1411 



Screen Output 
Unit 



1408 

Input Unit~[ ^ 



Video/Audio 
Data 



Content 
Decode Unit 



Request 
Processing 
Unit 



1405 



Content 



Content 

Decryption 

Unit 



Encrypted 
Content 
< 



1409 



Distribution 
Method 
Determination 
Unit 



X 



1404 
Content Key 



Encrypted 
Content 
Storage Unit 



1410 



1403 



Use Conditions 
Judgement Unit 

1402 



Encrypted 
Content 



Communication 
Unit 



Client ID 
Storage Unit 



Content Key 
Storage Unit 



1406 



T 



1401 



Content Key 
^1407 Content Use Conditions 



110 



To Each 
Server 



FIG. 16 



S1501 




S1502 



Decryption of Encrypted Content I 



Decoding Content 



,S1503 

□ 



FIG. 17 



Content ID 



Distribution Method of 
Content Key/Use Conditions 



Encrypted Content Data 



